NudopmanuoHHasi NAMATKA /15 00y4AKOIIUXCH 0 0€30IaCHOM
MOBEJICeHUU M UCIOJb30BaHuM ceTu UHTEepHeT

C KaXIbpIM TOJOM MOJIOJICKH B MHTEPHETE CTAHOBHUTHCS OOJIbIINE, a CTYACHTHI OIHH U3
caMbIX aKTHUBHBIX IMOJIb3oBareicii Pynera. Mexay TeMm, IOMHMO OFPOMHOTO KOJIMYECTBA
BO3MOXXHOCTCH, MHTEPHET HECET W MpOoOJIeMBl. JTa TaMsATKa JOJDKHA IOMOYb TeOe
0€e30IMacHO HaXOQUTHLCS B CETH.

Komnviomepnuvie eupycul

KoMmmproTepHBIii BUPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MTPOTPAMM, OTITHYUTEIIEHON
0COOCHHOCTBIO KOTOPOM SIBIIIETCSI CIOCOOHOCTH K Pa3MHOKEHUIO. B J0M0THeHNE K ATOMY,
BUPYCHl MOTYT TIOBPEAWTHh WM TIOJIHOCTHIO YHHUYTOXHTH Bce (aiipl W JaHHbBIC,
MOJIKOHTPOJIbHBIC IOJI30BATENI0, OT HMMEHH KOTOpOTO Oblia 3alylleHa 3apakEHHas
nporpaMMa, a TaKKe IMOBPEIUTh WIH JaKe YHHYTOKHTH OICPALMOHHYIO CHCTEMY CO
BceMu (haiijamMu B I1IeJIOM. B OOJIBIIMHCTBE Cy4acB pacIpOCTPAHSIIOTCS BHUPYCHI depe3
UHTCPHET.

MeTO)]bI 3allIMThI OT BPE€AOHOCHBLIX IPpOrpamMm:

1. Hcnonp3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD
3aIIMUTHI OT BPEAOHOCHBIX ITPOTPaAMM;
2. [TocTosiHHO ycTaHaBnuBai maTdu (UUQPPOBBIE 3aIJIATKU, KOTOPbIE aBTOMAaTUYECKH

YCTaHABIMBAIOTCS C II€JIbI0 JOPAaOOTKM MPOrpaMMbl) M Jpyrue OOHOBJICHHSI CBOEH
onepanuoHHOM cructeMbl. CKkaunBai UX TOJIBKO ¢ OPUIIMATBHOTO caifta pa3paborunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTHYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;

3. PaboTait Ha cBoeM KOMIBIOTEpE MOJT ITpaBaMU MOJIb30BATEINS, a HE aIMUHUCTpATOpA.
OTO HE MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTpaMM HHCTAJUIMPOBATHCS HAa TBOEM
MEePCOHATLHOM KOMIIBIOTEPE;

4.  Hcnonb3yit aHTUBUPYCHBIC MPOTPAMMHBIE TPOAYKTHI M3BECTHBIX MPOU3BOIUTEINCH,
C aBTOMaTUYECKUM OOHOBJICHHEM 0a3;

S. Orpannup (pU3nUYECKUd JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIULL;

6. Hcnonp3yit BHENIHME HOCUTENN MH(OpMaImy, Takue Kak (remka, Tuck win (aimn
U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UICTOYHHUKOB,

7.  He oTkpbIBail KOMIIBIOTEPHBIE (PAilJIbl, MOITYYEHHbIE U3 HEHAIEKHBIX UCTOYHHUKOB.

Jaxe Te ¢aiiabl, KOTOpbIC MPUCIIA TBOM 3HAKOMBIN. JIydllle yTOYHM y HEro, OTIPaBIIsLI
JIM OH Te0e uX.

Cemu WI-FI

Wi-Fi - 3T0 He BUJ niepeiauu NaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIIL OpeH 1, Mapka. Ere
B 1991 roany uHuzaepnaniackas kommanusi 3apeructpupoBana Openny «WECA», uto
obo3Hauano cioBocoueranne «Wireless Fidelity», xorTopeiii mepeBOOUTCS Kak
«OecnpoBOAHASI TOYHOCTHY.

Jlo Hamiero BpeMeHH Jolula JApyras a0OpeBuarypa, KOTOpas SBISIETCS TaKOW Ke
TexHoyorue. 910 abopeBnarypa «Wi-Fi». Takoe Ha3BaHWEe OBUIO JaHO ¢ HAMEKOM Ha
CTaHJApT BBICHIMK 3BYKOBOW TexHMKH Hi-Fi, uTo B mepeBoie O3Ha4aeT «BBICOKAs
TOYHOCTBY.

Jla, O6ecruiaTHBIM MHTEPHET-IOCTYI B Kade, OTeNIX U a’poropTax SBISETCS OTIMYHOU



BO3MOXKHOCTBIO BBIXOJla B UWHTepHeT. HO MHOTHE OKCHepThl CUHMTAIOT, 4YTO
obmenoctynubsie Wi-Fi cetn He sBIIsIIOTCS1 0€301aCHBIMH.

CogeTbl 10 0e30nacHOCTH padoTe B 001eAoCcTYNMHBIX ceTsix Wi-fi:
1.  He nepenaBaii cBoro juuHyro mHbopmanuio 4depe3 odmenoctymusie Wi-Fi ceTw.
Pabotas B HUX, KenaTeapbHO HE BBOJUTH MAPOJIH JOCTYIA, JOTUHBI U KaKHE-TO HOMEpPA;
2. Hcnonb3yit 1 0OHOBIISI aHTUBUPYCHBIE IPOrpaMMbl U OpaHamayep. Tem caMbIM Thl
oOe3onacHilb ceds OT 3aKayKy BUpYCa Ha TBOE YCTPOMCTBO;
3. IMpu wucnonw3oBanuu Wi-Fi otkmoun ¢yuknuioo «OOmmid moctyn K daitnam u
npuHTepam». JlaHHas (QYHKIMS 3aKpbiTa [0 YMOJYAaHHWIO, OJHAKO HEKOTOPHIE
M0JIb30BATEIHN aKTUBUPYIOT €€ sl yA00CTBa HCIOIb30BaHMs B paboTe Win yueoe;
4, He ucnons3yit myonuunsiii WI-FI st nepenaun Tu4HBIX JaHHBIX, HAIpUMeEp IS
BBIXO/Ia B COITMAJIBHBIC CETH WJIM B DJICKTPOHHYIO TIOUTY;
5. Hcronp3yit TOAbKO 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, 1.e. ipu
Habope BeO-aapeca BBoaU MMeHHO «https://»;
6. B ™oOunpHOM Tenedone otkmoun Qynknuio «[loxkmouenne k- Wi-Fi
aBTOMaTH4yecKm». He mormyckaii aBToMaTHYECKOTO MOIKIIIOUEHHS yeTporicTBa Kk cetssm Wi-
Fi Ge3 TBOCTO Ccornacwus.

Coyuanvrvle cemu

ConuanbHble CETH aKTUBHO BXOJIST B HAILy KU3Hb, MHOTHE JIIOJIU pa0OTAIOT U KUBYT TaM
HOCTOSIHHO, a B Facebook yxe 3aperucrpupoBan MuLIHap/] 4€I0BEK, YTO ABJSICTCS OJTHOU
CEIbMOM BCEX JKUTENIeW IUIaHeThl. MHOTWe II0Jb30BaTeii HE [MOHUMAKT, YTO
uHdopmaIus, pa3MellleHHAas UMH B COIMAJbHBIX CETSIX, MOXET OBbITh HaWJeHa U
UCIOJIb30BaHA K€M YTOJTHO, B TOM YHCJI€ HE 00s13aTeIbHO ¢ OJaruMu HaMEPEHUSMH.

OcHoOBHBIE COBETHI 110 0€30IIACHOCTH B COIMAJILHBIX CEeTAX:

1. Orpannub crnucok Apy3ed. Y Te0s B Jpy3bsiX HE JOKHO OBITH CIyYallHBIX H
HE3HAKOMBIX JIFOJICH;
2. 3ammimai cBOIO YacTHYIO Ku3Hb. He ykaspiBail mapomu, TenedoHbl, aapeca, IaTy

TBOETO POXACHUS W JAPYTYI0 JHYHYIO HWHOOPMAIMIO. 3JOYMBIIUICHHUKA MOTYT
HCTIOJB30BaTh Jlake HH(GOPMAIIUIO O TOM, KaK Thl U TBOU POJAUTENH TJIAHUPYETE MPOBECTU
KaHUKYJIbI;

3. 3amuinai CBOI penyTaluio - IEPKHU €€ B YUCTOTE U 3a/1aBail cebe BOIPOC: XOTeNl
OBl ThI, YTOOBI IpYrue MOJB30BATENIM BUJIEIH, YTO Thl 3arpyxaemb? [logymaii, mpexnie
YEeM 4TO-TO ONyOJMKOBATh, HAIIUCATDH U 3arPy3UTh;

4. Ecnu Tbl rOBOpULIb € JIFOJBMHU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEAIbHOE
UMS U IPYTYIO JUYHYIO UH(OPMALIMU: UMSI, MECTO JKUTENbCTBA, MECTO y4€Obl U IIPOYEE;

5. N36erait pasmemienuss dortorpaduit B WMHTEpHETE, Tae Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOW MOKHO OIPEIEIUTh TBOE MECTOIOIOKEHUE;

6. [Ipu perucrtpauuu B COLMATBHOM CETH HEOOXOAMMO HCMOJIb30BaTh CIIOKHBIC
MapoJju, COCTOSIINE U3 OYKB U IU(P U C KOJINIECTBOM 3HAKOB HE MEHee §;

1. Jl51s conanbHOM ceTH, MOYTHI U APYTHX CaTOB HEOOXOAUMO HCIOIb30BaTh pa3HbIe

naponu. Torma ecnu TeOs B3JIOMAOT, TO 3JOYMBIIUIEHHUKH TOMy4YaT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.



InekmpoHHble OeHb2U

DJIEKTPOHHBIC JEHBIM — 3TO OUYEHBb YJOOHBIM CITOCOO TIATEXEH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBTH.

DJIEKTPOHHBIC JCHBIH TOSBUJIMCH COBCEM HEIaBHO W MMEHHO H3-3a 3TOTO BO MHOTHX
rocyapcTBax J0 CHX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM QYHKIIMOHUPYIOT U O HUX YK€ TIPOMUCAHO B 3aKOHE, TJI€ UX Pa3lIeisIIOT
Ha HECKOJIbKO BHJIOB - aHOHMMHBIC U HE aHOHUMHBIC. Pa3HuIIa B TOM, YTO aHOHUMHBIC -
3TO T€, B KOTOPBIX pa3pemaeTcs TMPOBOAWTH oOmepanmuu 0e3 uAeHTUPHUKAIN
MOJIb30BaTENNsl, @ B HE AHOHUMHBIX WJICHTU(DUKAIMK TOJIB30BATENS  SBJISETCS
00s13aTETHHOM.

Taxxe ciemyeT pasznuyarh JJIEKTPOHHBIE (UATHBIE NEHBIU (PaBHBI TOCYIaPCTBEHHBIM
BaJIOTaM) U AJICKTPOHHbIE HE(UATHBIE ICHBIY (HE paBHBI TOCYAPCTBEHHBIM BAIOTaM).

OcHOBHBIE COBETHI 10 0€30IaCHOM padoTe € JIEKTPOHHBIMHM JeHbIAMH:
1. [TpuBsku K cueTy MOOMIIbHBIN TeneoH. ITo caMblil yTOOHBIA M OBICTPBIN COCO0
BOCCTAHOBUTH JOCTYN K cyeTy. [IpuBsizaHHbIN TenedoH MOMOXKET, eciau 3a0yAelib CBOU
TJIATEXKHBIN MApOJIb WIIW 3al/ICIIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA;
2. Ucnons3yii oaHopazoBeie maponu. Ilocie mnepexoga Ha  yCUIIEHHYIO
aBTopu3anuio TeOe yxe He OyAeT YrpokaTb ONAaCHOCTh KpakM WM IepexBaTa
MJIaTEKHOTO MAPOJIs;
3. Bri6epu cioxubiil napodb. [IpectynmHukam OyJeT He MPOCTO yrajaTh CIOKHBIN
napoib. HanexxHble maponu — 3TO Mapoj, KOTOPbIE COJAEp)KaT HE MEHee § 3HAKOB U
BKJIIOYAIOT B C€0sI CTPOUHBIE ¥ IPONUCHBIE OYKBBI, IIU(PPHI U HECKOJIBKO CUMBOJIOB, TAKUE
KaK 3HaK Jojuiapa, pyHTa, BOCKJIMIATEIbHbIN 3HaK | T.11. Hampumep, $tRONg!;;
4, He BBOAM cBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSCILIb.

dnexmponHas nouma

DJIEKTPOHHAS 10YTa — 3TO TEXHOJIOTHS U MPENOCTABISIEMBIE €0 YCIYTH IO MEPECBUIKE U
MOJTyYEHUIO IEKTPOHHBIX COOOIIECHHH, KOTOPBhIE PACIPEIENIAIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO  ANEKTPOHHBIA  TMOYTOBBIM  SIIMUK  BBITJSIAAT — CIACAYIOHNIMM  00pa3oM:
UMS_T0JIb30BaTe s @uMs_J1oMeHa. Taxke KpoMe nepeadyn nIpocToro TeKCTa, UMeeTcs
BO3MOXKHOCTbH TiepeaBaTh (ailibl.

OcHOBHBIE COBETHI 10 0€e30MacHO# padoTe ¢ JIEKTPOHHOM MOYTOM:
1. Hano BeIOpaTh mpaBUIbHBIA TTOYTOBBIM CEpBUC. B HMHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JIOBEPSATH TEM, KOrO 3Haellb U
KTO TIEPBbIA B PEUTHUHTE;

2. He yka3sbiBaii B 1MuHOM mouTe NTU4YHYI0 uHpopManuo. Hanpumep, nydiie BIOpaTh
«My3bIKaJIbHBIA _(paHaT@» unu «pok2013» Bmecto «temal3y;

3. Hcnonp3yil ABYX3TalmHYK aBTOPU3aLMI0. OTO KOrJa NOMHUMO Maposisi HYKHO
BBOJIUTH KOJI, MPUCHUTaeMbIN 110 SMS;

4, Bribepu cioxHBIA mapoib. s Kaxaoro mouTroBOro sIMKa JTOJKEH OBITh CBOM
HAJIC)KHBIM, yCTOWYMBBIN K B3JIOMY [1apOJIb;

S. Ecnu ectb BO3MOXKHOCTh HanmMcaTh CaMOMY CBOW JIMYHBIA BOIPOC, UCHOJIB3YH 3Ty
BO3MOKHOCTB;

6. Hcnonb3yii HECKOJIBKO IOYTOBBIX SAIMMKOB. [IepBBIM I 4aCTHOW NEPENUCKU C



aJpecaTaMy, KOTOPbIM Thl JIOBEPSCIb. DTO JIEKTPOHHBIN aJpec HE HA/0 UCIOJIb30BATh
IpU perucTpanuu Ha Gpopymax u caiTax;

7. He oTkpreiBail (aiisibl 1 Apyrue BIOKEHHUS B MUCbMAaX JAXe €CIM OHM MPUIILIH OT
TBOMX Jipy3ei. JIydiie yTOUHH Yy HUX, OTIPABJISIIN JIM OHM TeOe 3TU (paiiibl;
8. [Tocne oxoH4yaHusi pabOTHl HA MOYTOBOM CEpPBHUCE MEpeHd 3aKPHITHEM BKJIAAKU C

caiiToM He 3a0y/Jlb Ha)KaTh Ha «BBIATHY.

Kubepbynnune unu supmyanvroe uzdesamenibcmeo

KubepOyJuIMHIT — TIpeciieZIOBaHWE COOOIECHUSMH, COACPKAIIUMU OCKOPOJICHUS,
arpeccHro, 3alyruBaHUe; XYJIWTAaHCTBO;, COINHMAIBLHOE OOWKOTHPOBAHHWE C TIOMOIIBIO
pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE cOBeTHI 10 00pbHOE ¢ KHOEPOYIIIMHIOM:
1. He Opocaiics B 60oii. JIyumumii crmoco6: mocoBeTOBaThCS Kak ce0sl BECTU U, €CJIA HET
TOTO, K KOMY MOXKHO OOpaTUThCS, TO BHAYaJIEe YCTIOKOWThCA. ECM Thl Ha4HENb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHMSI, TO TOJIBKO eI1le OOJIbIIe pa30XiKellb KOH(INKT;

2. VYnpasnsii cBoelt kubeppenyTaiuuei;

3. AHOHUMHOCTh B ceTh MHUMasA. CyllIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMUMHBIM AKKAYHTOM;

4, He crout Bectn XynuraHckuili oOpa3 BUpTyalbHOW *ku3HH. HTEpHET pukcupyet
BCE€ TBOU JICHCTBUA U COXpaHAET UX. Y IaIUTh UX Oy/IeT KpaiiHe 3aTpyAHUTENBHO;

S. Co0uro1aii cBOM BUPTYaJIbHYIO YE€CTh CMOJIONY;

6. Urnopupyil enunuuHblii HeraTuB. OHOpPA30BbIE OCKOPOUTENbHBIE COOOLIECHUS
Jy4lie UrHOpUpoBaTh. OOBIUHO arpeccus MPeKpalaeTcsl Ha HAYaJIbHOM CTaauu;

7. ban arpeccopa. B mnporpammax oOMeHa MrHOBEHHBIMH COOOILEHUSIMH, B

COLIMAJIbHBIX CETSIX €CTh BO3MOYKHOCTb OJIOKMPOBKHM OTHPAaBKH COOOLIEHUN C
OIIPE/EIICHHBIX a/IPECOB;

8. Ecnu T1b1 cBugerens kuOepOyiuHra. TBou JeHCTBHS: BBICTYNUTH IPOTHB
MpeciieIoBaTeNs, NOKa3aTh €My, UTO €ro JICUCTBUS OLIEHUBAIOTCS HEraTUBHO, MOEPKATh
KEPTBY, KOTOPON Hy)KXHA ICHUXOJOTHYECKass MOMOIb, COOOIIUTH B3pPOCIBIM O (QaKTe
arpecCUBHOIO MOBEJICHUS B CETH.

Mobunvhwiti meneghon

CoBpemeHHBIE CcMapTGOHBI H IUTAHIIETHI COJAEp)KAaT B ceOe BIIOJHE B3POCIBIH
(GYHKIMOHAJ, ¥ TENEPh OHM MOTYT KOHKYPHUPOBATh CO CTAIllMOHAPHBIMU KOMITBIOTEPAMH.
OnHakKo, CPEJCTB 3alIUTHI JIJIsl MOTOOHBIX YCTPOWCTB TMOKAa OYCHBb Mayio. TecTUpoBaHUE U
MOUCK YSA3BHUMOCTEH B HHUX HMPOMCXOIUT HE TaK MHTEHCHBHO, Kak Juist 1K, To *e camoe
KacaeTcs U MOOMIIbHBIX MTPHIIOKEHHIA.

CoBpeMeHHbIE MOOMJIBHBIC Opay3ephl YKe MPAKTUYCCKH JOTHAJIM HACTOJIbHBIC aHAJIOTH,
OJTHAKO paciivMpeHne (yHKIMOHAJIA BIeYeT 32 cO00M OOIBIIYIO CIOXKHOCTh M MEHBIIYIO
3aUIIECHHOCTb.

Jlaleko He BCEe NMPOM3BOJUTENH BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIIAC KPUTHUYCCKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.



OcHOBHBIE COBETHI 11 0€30MACHOCTH MOOMJIBHOIO TeJie)oHA:

1. Huuero He sBisieTcst mo-HacTodiieMy OecriaTHbIM. byab OCTOpOXKEH, BeIb KOTJa
Tebe mpejuiaraloT OeCIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHE-TO IIATHBIE
YCIIyTH;

2. Hymait, npexae yeM otrpaButh SMS, dhoTo unu Buaeo. Thl TOUHO 3HACIIb, T OHU
OyayT B KOHEYHOM UTOTE?

3. Heo6xo01uMo 0OHOBIIATE ONEPAIlMOHHYIO CUCTEMY TBOETO cMapTQoHa;

4, Hcnons3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOUITEHBIX TeTe(OHOB;

S. He 3arpyxail npuiaokeHuss OT HEU3BECTHOIO HCTOYHMKA, BEIb OHH MOTYT
coJiepKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECIIeUeHUE;

6. [Tocne Toro Kak Tkl BRIMICIIH C CalTa, TJIe BBOJWII JIMUYHYIO HH(OpMAIKIO, 3aiiau
B HacTpoiiku Opaysepa u ynanu COOKies;

7. [lepuonuyeckn MOpoOBEpsii KaKuE€ IUJIATHBIE YCIYTM aKTHBHUPOBAaHbBI Ha TBOEM
HOMEDE;

8. JlaBaii cBOil HOMEp MOOHMIJIBHOTO TeJe(OHA TOJBKO JIIOASIM, KOTOPBIX Thl 3HACIIb
1 KOMY JIOBEpSICIIIb;

Q. Bluetooth momken ObITH BBIKITFOUEH, KOTJa Thl UM HE TOJIb3yelibes. He 3a0biBaii

HHOrAa IMpoOBEPATH 3TO.

Online uepur

CoBpeMEHHbBIE OHJIAWH-UTPBI - 3TO Kpaco4yHbIC, 3aXBaTHIBAIOIIHNE pPa3BJICUCHHUS,
OOBEIMHSIOIINE COTHU THICSY YCIIOBEK MO BCeMY MHUPY. VITpOKH MCCIETYIOT NaHHBIA MM
MHUp, OOIIAOTCS JPYT C JPYrOM, BBIMOJHSIOT 3aJlaHus, CPaKAIOTCSI C MOHCTpPAMH U
MOJTy4YaloT OMBIT. 32 YAOBOJIBCTBUE OHU IUIATST: MOKYAIOT JUCK, OTUIAYHBAIOT AOOHEMEHT
WM IPHOOPETAIOT KaKUe-TO OIIIUH.

Bce atm cpenctBa wayT Ha TMOAJNEpPKAHWE W PAa3BUTHE WIPHI, a TaKXKe HA caMy
0€30IMacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPH3AIlMH, BBIIYCKAIOTCS HOBBIC MATYH
(mdpoBbIC 3aIUIATKY I IPOTPaMM ), 3aKPBIBAIOTCS YSI3BHMOCTH CEPBEPOB.

B mojgo0HBIX UTIpax CTOUT OMACaThCS HE CTOJBKO CBOMX COIEPHHKOB, CKOJIBKO KpPayKu
TBOETO MapoJisi, HA KOTOPOM OCHOBAHA CHCTEMa aBTOPU3AIUHU OOJILIIIMHCTBA HTD.

OcHoBHBIE COBETHI 10 0€30IIACHOCTH TBOEI0 HUI'POBOT0 aKKaYyHTa.

1. Ecmm nmpyroit wrpox BemeT cebs IMUIOXO WM CO3/laeT TeOe HEMpPUIATHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;
2. [Toxkany¥ics aIMUHHCTpAaTOpaM WIPhl Ha IUIOXO€ TOBEACHHE 3TOr0 HIPOKA,

KeEJIaTEIbHO MPWIOKUTh KaKHE-TO TOKA3aTEIbCTBA B BUJIE CKPUHOB;
3 He ykasbiBait muunyro nadopmaliyo B mpodaiisie urpsl;

4 YBaxkall Ipyrux y4aCTHUKOB I10 UTPE;

S. He ycranaBnuBaii HeoduimaabHble MAaTYU U MOJIbI;

6 Hcnonb3yii CII0XKHBIE U pa3HbIE NTAPOJIH;

7 Jlaxxe BO BpeMs WUIpbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Tl urpaems, TBOU
KOMITBIOTEP MOTYT 3apPa3UTh.



Duuune unu Kpaxica IuyHblX OAHHbIX

OObIYHOHM Kpakel JeHer W JIOKYMEHTOB CETOAHS YK€ HHKOTO HE YIUBHIIb, HO C
Pa3BUTUEM HMHTEPHET-TEXHOJIOTUH 3JIOYMBIIIICHHUKY TEPEMECTHINCh B WHTEPHET, H
IPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JICIIOM.

Tak mosiBHnace HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAs LENb
KOTOPOTO COCTOUT B MOJYYCHUH KOHPHUICHINAIBGHBIX JAHHBIX MOJIb30BATENICH — JIOTHHOB
u naposieii. Ha anrmiickom si3bike phishing uuraercst kak ummsar (ot fishing — prioHast
JI0BJIs1, Password — mapouin).

OcHoOBHBIE COBeTHI M0 OOPBHOE ¢ PUIIMHTOM:
1. Cnenn 3a CBOMM aKKayHTOM. Eciii Tkl mojo3peBaelib, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATH €€ U COOOIIUTh aJIMUHUCTPATOPAM pecypca 00
ATOM KaK MOXHO CKOpEe;

2. Hcnons3yil Oe3omacHble BeO-CailThl, B TOM 4YHUCJE, HWHTEPHET-MAarasuHoB H
MOMCKOBBIX CUCTEM;
3. Hcnonb3yil cnokHble U pa3Hble mapoiau. Takum o0pa3om, eciu Te0s B3JIOMAIoT,

TO 3JIOYMBIIICHHUKU MOJy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIII0 B CETH, a HE
KO BCEM;

4, Ecau 1ebst B370Manu, To HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOphI€ A00aBJICHBI y TeOs B JAPY3bsiX, O TOM, UTO TeOs B3JOMalIM W, BO3MOXKHO, OT
TBOETO UMEHH OYyJI€T PACChUIATHCS CIIaM U CCHUIKU Ha (DPUIITMHTOBHIE CANThI;

5. YcranoBu HaaexxHbl apois (PIN) Ha MOOMITBEHBIN TeNeOH;
6. OTxIItoun coxpaHeHue napoJs B Opaysepe;
7. He otkpbiBaii ¢aitnbl 1 Apyrue BIOKEHHUS B TUChMaxX Jake €CJIM OHU MPUIILITH OT

TBOUX Jpy3ei. Jlydille yTouHU y HUX, OTHPABIISIIN JIU OHU TeOE AT (Pailiibl.

Lugposas penymayus

[udporas penyranus - 3TO HEraTUBHAs WIM MO3WTHBHas MHQoOpMaIus B CETH O TeOe.
Komnpomerupyromas wuHpopManus pa3MelleHHas B MHTEPHETE MOXET CEepPhE3HbIM
o0pa3oM OTpa3uThbcsl Ha TBoeW peasibHOM >xu3HU. «l{udpoBas pemyramus» - 3T0 TBOU
UMUK, KOTOPBIA (popmupyercs u3 uHGopMaluu o Tede B UHTEPHETE.

TBOE MeCTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapakTepa
U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKH JETKOMBICIEHHO OTHOCATCSA K MyOJIMKalMU JUYHOM MH(pOpMaluu B
HNuTepHere, HE MOHUMAasi BO3MOXKHBIX IMOCIIEACTBUN. ThI Jaxke HE CMOXKEIIb A0TaIaTbCsa O
TOM, 4TO (hoTorpadusi, pa3MeNIeHHAs 5 JET Ha3a/l, cTajla MPUIYNHON OTKa3a MPUHATH TeOs
Ha paboTy.

KommenTapuu, pasmenienne TBoux Gororpaduii u Ipyrue 1eHCTBUS MOTYT HE UCUE3HYTh
Ja)ke TI0CJIe TOr0, KaK Thl UX yAanullb. Thl HE 3HACIIb, KTO COXPAaHUI 3Ty UH(POPMAIHIO,
Mornasa Jii OHa B TIOMCKOBBIE CUCTEMbI M COXPAHMWJIACH JIM OHA, a IJIABHOE: YTO MOJyMaroT
0 Tebe OKpykarolee JII0A1, KOTOpble HAlAyT U yBUIAT 3T0. HaliTu mHpopmaimo MHOTO
JET CHYCTS CMOXET JI00M - Kak W3 J00pbIX MNOOYXKIEHUW, TaK MU C HAMEPEHHUEM
MPUYUHUTB BpeZl. ITO MOKET OBITh KTO YTOJHO.



OcHOBHBIE COBETHI 10 3aLUTe HU(PPOBOH penyTaluu:
1. [Togymaii, mpexzae 4em 4To-TO MyOJMKOBAaTh U IepeaaBaTh y ce0s B Ojore uiu B
COLIMAJILHOM CETH;
2. B nactpoiikax npo¢uisi yCTaHOBM OIpaHUYEHHUs Ha MPOCMOTP TBOEro Npoduis u
€ro COJECPKUMOr0, CIIEJIal €r0 TOJBKO «IJIA APY3Eu»;
3. He pasmemaii u He ykasbiBail wuHGOpMalMiO, KOTOpas MOXET KOoro-inbdo
OCKOPOJISITH UM OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE CTYJIEHThI- aKTUBHBIE MOJIb30BAaTEIN IIUPPOBOTO MpocTpaHcTBa. OgHAKO
JaJIeKO HE BCE 3HAIOT, YTO IOJb30BAaHHE MHOTMMHU BO3MOXHOCTSMHU IH(PPOBOTO MHUpa
TpeOyeT coOII0IeHuUs MPaB Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH «uHTEIUIEKTyalbHas COOCTBEHHOCTb» OTHOCHTCS K PAa3lMYHBIM TBOPEHHSIM
YeIOBEYECKOr0 yMa, HauWHas C HOBBIX H300pETEHH ¥ 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha TMPOAYKTHI M YCIYTHM, W 3aKaHUYMBasg KHUTaMH, QoTorpadusmu,
KMHO(UIBMAMH U MY3bIKQIbHBIMU MPOU3BEICHHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha WHTEIUICKTYadbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS
HAyKH, JIUTEPATypbl U UCKyCCTBA. ABTOPCKME MpaBa BBICTYMAIOT B KauyeCTBE TapaHTHH
TOTO, YTO MHTEJUICKTYaIbHBIN/TBOPUECKUIN TPYA aBTOpa He OyAeT HampacHBIM, AacT eMy
CIpaBeJJIMBbIE BO3MOXHOCTH 3apa00TaTh Ha pe3ylbTaTaXx CBOEro TpyJa, MOIYUYHUThH
U3BECTHOCTh U Ipu3HaHue. Hukro 6e3 paspenieHus: aBTopa HE MOXKET BOCIPOU3BOJIUTH
€ro NPOU3BEJEHUE, pACHPOCTPaHATh, MYOIMYHO JIEMOHCTPUPOBATH, MPOAABATD,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, MyOJUYHO HCIOJIHATH, MOKa3bIBATh/UCIOJHATH B
a¢upe niam paMenath B IHTepHere.

Hcnonb30BaHue «IUPATCKOro» MPOrpaMMHOTO OOECIEUEHUsI MOYKET MPUBECTU K MHOTUM
pHUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaMm J0 OJIOKMPOBKH TBOETO YCTpPOICTBa, IJe
YCTaHOBJICHHBIN HE JierajgbHas mporpamMma. He crout Taxke 3a0bIBaTh, YTO CYIIECTBYET
JerajgbHbIe U OECIIaTHBIE POTPaMMBbI, KOTOPBIE MOYKHO HAalWTH B CETH.

O nopmarne

CeTeBHYOK.p(p - TBOIl TJIaBHBIM COBETYMK B CETU. 3/1€Ch Thl MOXKEIb Y3HATh O
0€30MacHOCTH B CETH TOHATHBIM M JIOCTYIMHBIM SI3BIKOM, a TPU BO3HUKHOBEHUU
KPUTHUYECKOM CUTYaIlMu OOpaTUTHCS 3a COBETOM. A TaKXe MPUHSATh Y4aCTUE B KOHKYypcax
U CTaTh CaMbIM LIU(PPOBBIM I'PaKJaHUHOM!



